
Aruba Instant 6.1.3.1-3.0.0.4
Release Notes
Aruba Instant 6.1.3.1-3.0.0.4 is a patch software release that introduces fixes to many previously outstanding 
issues. For details on all of the features described in the following sections, see the Aruba Instant User 

Guide.

In Previous Aruba Instant 6.1.3.1-3.0.0.0 Release
The following new features were added in the previous Aruba Instant 6.1.3.1-3.0.0.0 Release.

What’s New in this Release
This section provides a brief summary of the new features included in this release of Aruba Instant.

New Platforms

The following table lists the new Instant devices supported by Aruba:

Table 1  New Platforms

Part Number Description

IAP-104 Aruba Instant IAP-104 Wireless Access Point. Unrestricted Regulatory Domain. These
products should be considered as ‘Rest of World’ products and must not be used for
deployments in the United States, Japan or Israel.

IAP-104-US/JP Aruba Instant IAP-104 Wireless Access Point. Restricted Regulatory Domain - US/JP

IAP-175P Aruba Instant AP-175P, 802.11n dual 2x2 320mW; POE

IAP-175P-US/JP Aruba Instant IAP-175P, 802.11n dual 2x2 320mW; POE. Restricted Regulatory Domain -
US/JP

IAP-175AC Aruba Instant IAP-175AC Outdoor Access Point, 802.11n 2x2 dual radio 320mW; AC
powered (with PSE)

IAP-175AC-US/
JP

Aruba Instant IAP-175AC Outdoor Access Point, 802.11n 2x2 dual radio 320mW; AC
powered (with PSE). Restricted Regulatory Domain - US/JP

RAP-3WN Aruba RAP-3WN Wireless Access Point. Unrestricted Regulatory Domain. These
products should be considered as ‘Rest of World’ products and must not be used for 
deployments in the United States, Japan or Israel.

RAP-3WN-US/IL/
JP

Aruba RAP-3WN Wireless Access Point with POE support. Restricted Regulatory
Domain - US/IL/JP

RAP-3WNP Aruba RAP-3WNP Wireless Access Point with POE support. Unrestricted Regulatory
Domain. These products should be considered as ‘Rest of World’ products and must 
not be used for deployments in the United States, Japan or Israel

RAP-3WNP-US/
IL/JP

Aruba RAP-3WNP Wireless Access Point with POE support. Restricted Regulatory
Domain - US/IL/JP
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Multi-class Upgrade using AirWave and Cloud Server

Aruba Instant supports mixed AP class deployment with IAP-92/93, IAP-104, IAP-105, IAP-175P/175AC, RAP-
3WN/3WNP, and IAP-134/135 as part of the same Virtual Controller cluster.

Upgrade using Image Server

The Automatic Image Check in the WebUI allows Instant APs in a Virtual Controller cluster to discover new 
software image versions on a cloud-based image server hosted by Aruba Networks. See the Aruba Instant 

6.1.3.1-3.0.0.0 User Guide for more information.

Upgrade using AirWave

If the multi-class IAP network is managed by AirWave, then image upgrades can only be done through the 
AirWave UI. Users must upload IAP images for both classes on the AMP server. When new IAPs joining the 
network need to synchronize its software with that of the virtual controller, and that the new IAP is of a 
different class, the image file for the new IAP will be provided by AirWave. If the AMP does not have the 
proper image file, the new AP will not be able to join the network. See the Aruba Instant 6.1.3.1-3.0.0.0 

User Guide for more information.

Improved Network Scalability

The AP limits on IAP-104, IAP-105, IAP-134, IAP-135, and IAP-175 have been removed. IAP -92/93 continues 
to support 16 IAPs.

N O T E

IAP-104, IAP-175, and RAP-3WN will be available in a future price list.

Table 2  Instant Image File format

AP Type
Supported Instant 
Version

Image Name

RAP-3WN/3WNP

6.1.2.3-2.0.0.0 or later ArubaInstant_Orion_6.1.2.3-2.0.0.0_xxxxx

IAP-104

IAP-175P/175AC

IAP-92/93

IAP-105

IAP-134/135 6.1.2.3-2.0.0.0 or later ArubaInstant_Cassiopeia_6.1.2.3-2.0.0.0_xxxxx

N O T E

Multi-class AP feature does not support IAP upgrade using a local image file. You can use an AirWave server or the 
cloud image server to upgrade a multi-class Instant AP.
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IAP to ArubaOS AP Conversion

An Instant AP can now be provisioned as a Campus AP (CAP) or a Remote AP (RAP) in a controller-based 
network. Use the Maintenance > Convert tab in the Instant WebUI and enter the IP address of the 
mobility controller to convert the IAP to work in RAP mode.

The following steps describe the RAP conversion process:

1. The user points the IAP to a physical controller (local or remote)

2. The IAP automatically downloads the RAP image 

3. The IAP reboots itself and comes up as a RAP

After conversion, the Instant AP will be managed by the Aruba mobility controller which has been specified 
in the Instant WebUI. See the Aruba RAP-3WN Installation Guide for more information.

Instant AP Standalone Mode

This feature allows you to deploy an Instant AP as an autonomous AP which is a separate entity from the 
existing Virtual Controller cluster in the same Layer 2 domain.

UI-based Backup/Restore Configuration

Instant WebUI supports backup and restore configuration for local backup and restore.

OpenDNS Integration

Instant now supports OpenDNS business solutions which requires an OpenDNS 
(http://www.opendns.com) account comprising a username and a password. 

Mesh Portal Enhancement

The mesh portal will now reboot after 5 minutes (instead of 30 seconds) when it loses Ethernet connectivity 
to a wired network to facilitate troubleshooting.

Certificate Management using AirWave

You can now manage Instant AP certificates using the AirWave Management server (AMP). To upload a 
certificate in AirWave, go to Device Setup > Certificate and then click Add to add a new certificate.

Instant supports the following certificates for EAP authentication:

 CA certificates: PEM or DER formats.

 Server certificates: PEM or PKCS#12 formats, with passphrase (PSK)

3G Support

Aruba Instant supports 3G USB modems for the corporate Instant network. The 3G USB modems can be 
used to extend the connectivity to places where Ethernet uplink is not feasible. With this support, the client 
traffic can reach the Internet and the corporate network. To use 3G modem, plug it into the USB port of 
RAP3 while it is powered OFF and then power ON the RAP3. In most cases, the RAP3 automatically 
recognizes the modem and configures it. The detected modem type will be displayed under Settings > 

Advanced > Uplink tab. If the modem cannot be detected appropriately then the user has to manually 

N O T E

An IAP can be converted to an ArubaOS Campus AP only if the controller is running ArubaOS 6.1 or later and to an 
ArubaOS Remote AP only if the controller is running ArubaOS 6.1.4 or later.

N O T E

In order for the RAP conversion to work, ensure that you configure the Instant AP in the controller white-list and 
enable the FTP service on the controller.
Aruba Instant 6.1.3.1-3.0.0.4 | Release Notes 3

http://www.opendns.com
http://www.opendns.com


select the country and ISP settings of the modem in the UI. If the modem used does not belong to any of the 
countries and ISPs available in the UI drop-down list, you can manually set up the modem by entering low-
level settings of the modem individually.

Uplink Manager

Instant AP now supports Ethernet uplink and 3G uplink. In Instant UI, you can select the preferred uplink 
using Uplink preference drop down under Uplink tab in Settings.

Ethernet Downlink

The downlink ports allow third party devices such as VOIP phones or printers (which support only wired 
connection) to connect to the wireless network. Additionally, an Access Control List (ACL) can be 
configured for added security on the ethernet downlink. Only the OpenAuth mechanism is supported for 
this release.

Enable/Disable Firewall ALG Configuration

You can now enable or disable SIP, VOCERA, Alcatel NOE, and Cisco Skinny protocols for ALG in Aruba 
Instant.

Firewall based Logging

Instant firewall now supports firewall based logging function. The firewall logs on the Instant APs are 
generated as syslog messages.

Client Blacklisting

The client blacklisting feature denies connectivity to the blacklisted clients. When a client is blacklisted in a 
Virtual Controller, the client is not allowed to associate with the Instant AP in the network. If a client is 
connected to the network when it is blacklisted, a de-authentication message is sent to force the client to 
disconnect.

The following types of client blacklisting are generated in Instant:

 Manual Blacklisting

 Authentication Failure Blacklisting

 Session Firewall Based Blacklisting

User VLAN Derivation

Instant now allows you to assign user VLAN through user attributes. When external RADIUS authentication 
server is used for authentication, the user VLAN can be derived from Vendor Specific Attributes (VSA).

The user VLAN can be derived from the following rules:

 VSA

 VLAN derivation rule

 User role

 SSID Profile

N O T E

RAP-3WN and RAP-3WNP, which will be available soon, support 3G. 
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VPN Features

The next generation of remote APs integrates features of a RAP and an Instant AP into a single Instant AP 
device. 

VPN features are ideal for: 

 enterprises with many branches that do not have a dedicated VPN connection to the HQ. 

 branch offices that require multiple APs.

 individuals working from home, connecting to the VPN. 

This new architecture and form factor seamlessly adds the survivability feature of Instant APs with the VPN 
connectivity of RAPs — providing corporate connectivity to non-corporates. 

The following VPN features are briefly described:

VPN Configuration

This feature enables you to create a single VPN tunnel from the Virtual Controller to a Aruba mobility 
controller in your corporate office. Here, the VPN tunnels from the Instant APs terminate on the Aruba 
mobility controller. The controller solely acts as a VPN end-point and does not supply the Instant AP with 
any configuration.

Routing Profile Configuration

Instant can terminate VPN connections on Aruba mobility controllers. The Routing profile defines the 
corporate subnets which need to be tunneled through the IPSec tunnel.

DHCP Server Configuration

The Virtual Controller (VC) on an Instant AP enables different DHCP pools (various deployment models) in 
addition to allocating IP subnets to each branch. The following modes of DHCP server are supported:

 Local Subnet — In this mode, the VC assigns an IP address from a configured subnet and forwards 
traffic to both corporate and non-corporate destinations. This is achieved by appropriately translating 
the network address (NAT) and forwarding the packet through the IPSec tunnel or through the uplink. 

 L2 Switching Mode — In this mode, Instant supports the following two types to support L2 switching 
mode of connection to corporate:

 Distributed L2: In this mode, the VC assigns an IP address from a configured subnet and forwards 
traffic to both corporate and non-corporate destinations. Instant adds the VLAN configured in this 
subnet to the controller VLAN multicast table enabling the L2 subnet to act as an extension of the 
VLAN on the controller. Corporate traffic is sent on the IPSec tunnel and non-corporate traffic is sent 
on the uplink. 

 Centralized L2: In this mode, the VC does not assign an IP address to the client, but the DHCP traffic 
is directly forwarded to the controller over the IPSec tunnel and gets an IP address from either the 
controller or a DHCP server behind the controller serving the VLAN of the client. However, Instant 
AP does forward client traffic in the same way as the Distributed L2 mode.

 L3 Routing Mode— In this mode, Instant supports L3 routing mode of connection to corporate. VC 
assigns an IP addresses from the configured subnet and forwards traffic to both corporate and non-

corporate destinations. Instant AP takes care of routing on the subnet and also adds a route on the 
controller after the VPN tunnel is set up during the registration of the subnet.

N O T E

VPN support on IAP will require a future release of ArubaOS on Mobility controller. 
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Fixed Issues
This release contains all fixes up to and including those in Aruba Instant 6.1.3.1-3.0.0.0 release. 

The following issues have been fixed in the Aruba Instant 6.1.3.1-3.0.0.4 patch release.

The following issues have been fixed in the Aruba Instant 6.1.3.1-3.0.0.3 patch release.

Table 3  Fixed Issues for Instant 6.1.3.1-3.0.0.4

Bug ID Description

73519 An issue has been fixed where an Instant Access Point (IAP) rebooted when broadcast-filter was 
enabled in the IAP and there was Gratuitous Address Resolution Protocol (GARP) traffic in the 
network. This issue was observed in Aruba Instant 6.1.3.1-3.0.0.2.

73652 An issue has been fixed where an IAP allowed guest users to access non-whitelist websites with 
short domain names instead of re-directing the requests to a captive portal authentication page. 
This issue was seen immediately after a guest user accessed a whitelist website with a short 
domain name. All subsequent requests to similar short domain websites were allowed even though 
they were not in the whitelist.

73950 An issue has been fixed where the Object ID (OID) sysname wrongly responded with the Virtual 
Controller (VC) name while querying the master or slave AP. With this fix, the OID sysname returns 
the correct master or the slave AP name.

74162, 
73624

An issue has been fixed where the IAP rebooted unexpectedly when wireless clients went online 
and offline at the same time.

74605 An issue has been fixed where a guest user encountered the "Http-406" error when he tried to 
access a webpage and is directed to the Captive Portal page. This issue was seen in the 6.1.x.0 
based releases of Aruba Instant when Windows 7 and Internet Explorer 9 were used. The root 
cause could have been an internal issue when redirecting the user to the Captive Portal page.

74132 An issue has been resolved where Captive portal authentication failed when the username was 
longer than 31 characters.

74241 An issue has been fixed where an untagged Gratuitous_ARP was sent from the new AP when a 
client roamed from one AP to another. This resulted in the ARP cache in the Switch not getting 
updated, resulting in packet loss till the client sends out its first packet through the new AP. This 
issue was seen in Aruba Instant 6.1.x.0-3.1.0.0.

Table 4  Fixed Issues for Instant 6.1.3.1-3.0.0.3

Bug ID Description

72103 An issue has been fixed where the configuration of an IAP in standalone mode could be affected by
another IAP that is not in standalone mode. The IAP then blocked the upstream switch port
causing connectivity issues.

64257 The Instant AP (IAP) now does not allow clients using captive portal SSID to access the IAP WebUI 
before passing authentication. 

69446 An issue has been fixed where clients got access despite failing MAC authentication. This issue 
was observed on IAPs, running Aruba Instant 6.1.3.1-3.0.0.0, when MAC authentication was 
configured to authenticate clients and the RADIUS server timed out.

69528 An issue has been fixed where the IAP unexpectedly rebooted when an external captive portal 
page opened.

70172 An issue has been fixed where the IAP continuously crashed and rebooted because an error case 
was not handled while cleaning up a user session.
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The following issues have been fixed in the Aruba Instant 6.1.3.1-3.0.0.2 patch release.

The following issues have been fixed in the Aruba Instant 6.1.3.1-3.0.0.1 patch release 

71822 An issue has been fixed where the IAP-93/105 rebooted due to an "out of memory" condition. This 
occurred when multiple clients connect to a Guest network. 

71933 An issue has been fixed where the users were redirected to an incorrect web page when clients 
connected to a Guest network via the external captive portal.

Table 5  Fixed Issues for Instant 6.1.3.1-3.0.0.2

Bug ID Description

68874 The Authentication Server field is no longer required while configuring the Authentication text for 
the External Captive Portal setting in the Instant WebUI.

68059 The Instant AP now does not append the domain name suffix to all the DNS queries from the IAP. 

67989 The default VLAN in Instant now ignores the master beacon signal with VLAN tag from another IAP.

69492 The Management User Interface password field now accepts special characters (except for 
spaces) in the Instant WebUI.

69627 You can now add a 0.0.0.0/0.0.0.0 route to send all traffic on the IPsec tunnel to the controller when 
VPN configuration is enabled.

60643 An issue where the VPN frequently disconnects when the VPN primary IP address is a part of the 
corporate subnet, is now fixed. 

69853 You can now use the Instant WebUI to configure a custom access rule by specifying a port range.

69563 An issue has been resolved where the portal page does not appear in IAP-135 when the SSID is 
captive portal and uses WEP encryption.

69048 An issue has been resolved where IAP clients are not being blacklisted when Instant uses an 
internal server for authentication.

68299 An issue has been resolved where clients connected to the Guest SSID were able to access the 
network even though they were denied by the Access Rules.

Table 6  Fixed Issues for Instant 6.1.3.1-3.0.0.1

Bug ID Description

67270 The source IP for the radius request was invalid when the AP was booted with the Dynamic Radius 
Proxy (DRP) enabled. This issue has been fixed.

67450 The issue that the driver message "asap_user_station_add" was displayed in the console when the 
clients associate to an AP has been fixed.

67770 The Dynamic Radius Proxy (DRP) issue that the Instant UI being inconsistent with the backend has 
been fixed.

Table 4  Fixed Issues for Instant 6.1.3.1-3.0.0.3

Bug ID Description
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The following issues are fixed in the Aruba Instant 6.1.3.1-3.0.0.0 release. 

Known Issues and Limitations
The following is a known issue in the Aruba Instant 6.1.3.1-3.0.0.2 patch release.

The following are the known issues and limitations for Aruba Instant 6.1.3.1-3.0.0.0 release. 

67769 When the administrator created a new SSID profile by selecting the Assign pre-authentication 
role option in the Instant UI, the configuration was not saved successfully. This issue has been 
fixed.

Table 7  Fixed Issues for Instant 6.1.3.1-3.0.0.0

Bug ID Description

58940 The Accounting terminations caused by the RFC 3576 disconnect, Admin Reset, Idle Timeout, and 
Session Timeout in the Instant AP have been fixed.

58938 The Instant AP now sends RADIUS Accounting Start packets on successful authentications.

61375 Intermittent reboot by IAP-105 has been resolved. 

61277 The WebUI can now be configured after connecting to AirWave.

61736 The Usage graphs in the Instant WebUI now display current time.

60913 All forms in the WebUI can now be submitted using the keyboard. 

64754 The WebUI no longer freezes when the clock is changed in the Instant AP.

65780 You can now include spaces while specifying Admin-DN and Base-DN fields in the LDAP Server 
window of the WebUI.

62069 Instant now supports passphrases that are 32 characters long while uploading certificates. 

63953 Microsoft Vista clients running 6.1.2.3-2.0.0.3 can now receive IP address via DHCP server.

Table 8  Known Issues for Instant 6.1.3.1-3.0.0.2

Bug ID Description

64338 The DHCP server does not function correctly if two SSIDs with WEP are configured with same key 
index.

Table 9  Known Issues for Instant 6.1.3.1-3.0.0.0

Bug ID Description

65626 IAPs configured with the country codes QA, MA, CO, and GT may not function properly.

67131 The automatic wireless network configuration on windows 7 does not work with static-wep. 
However the manual wireless network configuration works correctly.

Table 6  Fixed Issues for Instant 6.1.3.1-3.0.0.1

Bug ID Description
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Contacting Support

67280 The Instant WebUI redirects all user entries to the Search dialog when you click Upload certificate 
link before clicking the Users link. This occurs when you create or edit a Guest Network using the 
internal database. To avoid this issue configure the users before uploading the certificate to the IAP.

— When you deploy a network with both Ethernet and 3G uplink, do not configure the Ethernet uplink 
in the 192.168.11.0/24 and 172.16.11.0/24 subnets. 

Main Site arubanetworks.com

Support Site support.arubanetworks.com

Airheads Social Forums and 
Knowledge Base

community.arubanetworks.com

North American Telephone 1-800-943-4526 (Toll Free)
1-408-754-1200 

International Telephones arubanetworks.com/support-services/aruba-support-program/contact-
support/

Software Licensing Site licensing.arubanetworks.com/login.php

Wireless Security Incident
Response Team (WSIRT)

arubanetworks.com/support/wsirt.php

Support Email Addresses

Americas and APAC support@arubanetworks.com

EMEA emea_support@arubanetworks.com

WSIRT Email
Please email details of any 
security problem found in an 
Aruba product.

wsirt@arubanetworks.com

Table 9  Known Issues for Instant 6.1.3.1-3.0.0.0

Bug ID Description
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